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Abstract: The concept of Internet of Things (IoT) greatly extends the coverage area that human being is
able to perceive, access, and even control. By connecting various “Things” to the Internet, the IoT makes
it possible to measure and manage the physical world as needed. As one of the most widely adopted Low
Power Wide Area network technologies, the Long-Range-Radio (LoRa) has the features of long range,
low power, and robustness, and thus plays an important role in building IoT applications where loT
objects are connected to the internet at affordable costs. Since the development of LoRa, many IoT appli-
cations have adopted LoRa and achieved success in the market. Currently, IoT technologies keep evolv-
ing towards different fields, giving rise to multifarious IoT applications including industrial IoT, smart
city IoT, healthcare IoT, and direct-to-satellite IoT. In the meantime, LoRa also keeps developing and
finding its position in various IoT applications either as a main or complementary player. The objective
of this survey is to (1) provide a fundamental understanding of the LoRa technology; (2) explore research
activities studying LoRa based communication systems for new IoT applications; and (3) demonstrate
how the LoRa technology works together with other technologies to deliver better IoT services to end
users.
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1. Introduction

The Internet of Things (IoT) refers to a set of technologies cooperating to network the physical world [1], and
aims to interconnect everything and enable proper processing on the collected data in order to support high-level
decision making. Early in 1999, Kevin Aston [2] used the term “Internet of Things” to describe a system using radio
frequency identification (RFID) to keep tracking and monitoring on goods in supply chain management. In his idea,
an object is possible to be automatically recognized, recorded and analyzed if it can be identified by machines. As
defined by ITU (International Telecommunication Union) [3], an IoT system consists of three components: the
device, IoT and thing. The device is “a piece of equipment with mandatory capabilities of communication and
optional capabilities of sensing, actuation, data capture, data storage and data processing”. The IoT refers to “a global
infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things
based on existing and evolving interoperable information and communication technologies”. The thing refers to “an
object of the physical world (physical things) or the information world (virtual things), which is capable of being
identified and integrated into communication networks”. A simplified loT application is shown in Figure 1.

https://www.sciltp.com/journals/ijndi
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Figure 1. Example of an IoT application.

A volcano (i.e. the Thing) cannot talk to human being until its characteristics is ““translated” into a digital for-
mat by “Device”, e.g. a temperature sensor. Since it is not convenient to have personnel watch the sensor all day
long, it is necessary to have a way to transfer data to a remote site. Deploying a temperature sensor (i.e. devices with
optional capabilities) with a communication module (i.e. device with mandatory capabilities) which has connections
to the Internet is considered as a proper solution, namely [oT. The challenges of building an IoT system come from
the establishment of links between the network and the far-away physical devices, e.g. a refrigerator, an air condi-
tioner and a temperature/humidity sensor. Such devices usually work individually, generate a small volume of data,
and sometimes ask for low power consumption. For example, an electricity meter is installed in a metal cabinet in the
cellar of a house, and is able to report energy readings every 15 minutes. Each reporting consists of a four-byte meter
reading and a 13 bytes overhead [4]. Typically, a community has hundreds of meters in operation. Since meters are
installed in the cellar of house, deploying cables for meters to be connected to network may have difficulty and there-
fore, applying wireless communication seems to be a promising solution [4—6]. However, wireless communication is
prone to failures due to various factors, including building materials, interior structures of houses/buildings and other
radio systems coexisting in the same area [7]. To obtain better link budget, the narrow band (NB) wireless technol-
ogy is a preferable choice that outperforms the wide-band wireless technology in the processing gains and radio sen-
sitivity, and is usually summarized as the low power wide area network (LPWAN) technology [8].

As concluded in [9], typical LPWAN technologies include long range radio wide area network (LoRaWAN),
NB-IoT, SigFox, and Wi-Sun that are designed for connecting large number of low-cost, low power consumption
and low throughput end devices with large coverage areas. Generally, LoORaWAN and SigFox can achieve a conver-
gence area larger than 10 kilometers’ communication range [10]. NB-IoT makes use of the widely deployed base
stations to achieve city level coverage. Wi-Sun is an enterprise—grade mesh network technology [11]. Each of
the aforementioned technologies has its own characteristic for certain scenarios. For instance, LORaWAN is suitable
for applications requiring low data rate, low power consumption, and feasible deployment regarding private or public
network access. SigFox is appropriate for applications asking for ultra-low data rate and power consumption. NB-IoT
is a low power consumption technology but requires public network access. Wi-Sun is good for smart city applica-
tions but needs complex network operation management.

This survey aims to (1) introduce the concept of LoRa techniques and provide a fundamental understanding of
LoRa communication; (2) explore research activities studying LoRa based IoT applications; and (3) demonstrate how
LoRa techniques working together with other technologies to deliver better services to end users in emerging IoT
application areas. Particularly, the research activities carried out to resolve LoRa communication issues for specific
IoT areas are studied, such as communication protocol, performance optimization, and application deployment. There
are lots of LoRa related survey papers made by researchers that summarize and discuss LoRa technologies. In [12]
authors made comparisons between LoRa and NB-IoT at issues of physical layer design, battery consumption, net-
work coverage, deployment model and cost. In [13,14], the authors provided a comprehensive survey for LoRa tech-
nique, including performance of modulation technology, Medium Access Control protocol design, LoRa security and
list of LoRa applications. Moreover, in [15], the LoRa technique was analyzed from down to top to show current
research effort on improving performance metrics related to LoRa. Compared with previous surveys, our contribu-
tion is to summarize the use of LoRa along with requirements in different IoT application fields. Continuously
emerging IoT applications/fields are the major motivation in driving the evolvement of LoRa techniques, giving rise
to not only new enhancement and optimization at certain technical points, but also new paradigm of LoRa applica-
tion along with other technologies. As such, it is of great importance to review the LoRa research by taking it as an
important constituent part of the IoT applications.

The rest of this survey is organized as follows: Section 2 discusses characteristics of different IoT fields and
their requirements to LoRa technique. Section 3 introduces basic concept of LoRa radio communication and research
studies on LoRa modulation schemes and performance optimization. In Sections 4, 5, 6 and 7, the adoption of LoRa
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technique in different [oT areas, including industrial IoT, smart city IoT, direct-to-space IoT and healthcare IoT, is
reviewed and discussed. Conclusion about the development trend of LoRa in the concept of [oT is made in Section 8.

2. Iot and LoRa

Exactly speaking, the IoT is not an individual technology but a comprehensive concept covering tremendous
technologies and evolving with the development of information and communication technologies. The IoT is in fact
an evolution of mobile, embedded applications and everything that is connected to the internet [16], which generates
urgent needs for a new paradigm of data collection and processing. Furthermore, the IoT is an expansion of conven-
tional network technologies in a sense whose core concept is to build interconnections among “Things” and further
have the physical world networked.

Nowadays, more and more IoT related applications emerge as either new market spaces develop or existing
technologies upgrade, which pushes an evolution of IoT technologies in different fields. One feature of IoT applica-
tions is the diversity of communication requirements which is also the main difference between conventional com-
munications and IoT communications. In conventional applications, the Internet connected devices, such as comput-
ers, tablets, and mobile phones, are mainly controlled by humans with stable network connections, whereas in IoT
applications, the scope of devices connecting to the Internet are extended to every kind of devices, including sensors,
actuators and tags [17]. Development of the IoT contains not only conventional systems, but also comprehensive
interactions introduced by “Smart Objects” (e.g. sophisticated smart gadgets, smartphones, and smart vehicles) which
exhibit different degrees of intelligence in data processing and communication with conventional systems [18].

To be specific, the Video-on-Demand service is a typical application using conventional communication tech-
nologies. Video programs are pre-stored on servers, and TV terminals can request certain program from a server
nearby. The communication content is almost fixed and the traffic over communication links is predictable. Note that
the entire system works in a closed-loop manner as insertion of new programs, increment of subscriptions, and
capacity of networks are always under control. Using distributed sensors to help manage smart agriculture is a popu-
lar application of IoT. Various sensors connect to local edge servers to provide real-time sensory data critical to the
crops. The edge server makes decisions, e.g. irrigation or sowing, based on the received data. The source of data
comes from real-world, which means the major challenges imposed on IoT communications come from aspects of
data volume, variety, veracity and velocity [19].

Many IoT applications require long range, low data rate, low energy consumption and cost effective wireless
communication [20]. As one of LPWAN technologies, the LoRa has the most technical advantages required by IoT
applications. Particularly, the open design (except for physical layers) feature of the LoRa provides great conve-
nience for researchers and developers to study and use. In general, IoT applications requiring the involvement of
LoRa technique possess two common characteristics: wireless communication in difficult radio environment and low
data rate [21-23]. Difficult environment refers to interferences and long range communications that many IoT appli-
cations have to face when deploying networks. Low data rate means only IoT applications requiring small data can
adopt LoRa. In the following sections, the LoRa radio and representative IoT fields in which LoRa is a main or sup-
plementary player in building wireless communication links are selected and discussed to explore research activities
made for the use of LoRa. The typical IoT fields include industrial IoT, smart city [oT, healthcare IoT, agriculture
IoT, and DtS-1oT [17,24].

3. LoRa Radio Communication

LoRa is a narrowband communication technology patented by Semtech [25], and is a kind of physical layer
modulation technologies that utilize Chirp (Compressed High Intensity Radar Pulse) Spread Spectrum (CSS) to
achieve significant long communication range and robustness to interference on the premise of low power consump-
tion [26, 27], and this is also the key to make LoRa stay competitive compared with other LPWAN technologies. A
comparison between LoRa and other mainstream IoT wireless communication technologies is listed in [28—31].

The IoT wireless communication technologies listed in Table 1 can help end devices build links to networks.
However, such technologies can only be applicable to certain application fields due to their technology differences.
NB-IoT and SigFox can achieve long range communication, and are unsuitable for applications requiring use of local
area networks. This is because NB-IoT and SigFox establish direct links between end devices and operators’ net-
works (i.e. public networks). Wi-Fi and Bluetooth can provide relative high data rate and are suitable for multimedia
applications. As a trade-off, Wi-Fi and Bluetooth consume more energy compared with other technologies. ZigBee is
a low cost and low power consumption technology for short-range IoT applications, and thus has limited coverage. In
contrast, LoRa can provide dynamic radio coverage for large-scale IoT applications which require long lifetime,
whereas the main shortage of LoRa comes from its low data rate.
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Table1 Comparison of wireless IoT communication technologies

LoRa SigFox ZigBee Bluetooth Wi-Fi NB-IoT
Technology  Proprietary PHY, Open MAC Proprietary IEEE802.15.4 1EEE802.15.1 IEEES802.11 3GPP
Spectrum Unlicensed band Licensed band
Frequency  Sub-GHz, 2.4 GHz 862-928 MHz 2.4 GHz 2.4 GHz 2.4 GHz 700-2100 MHz
Modulation ~ CSS D-BPSK,GFSK DSS FHSS QPSK,BPSK,QAM BPSK QPSK
Rate 0.018-37.5 kbps' 100 or 600 bps 250 kbps ~ ~2 Mbps ;zlx ﬁﬁiﬁ ~250 kbps

31.72-253.91 kbps

7.8-500 kHz or more
Bandwidth 200-1600 kI—iz 100 Hz, 600 Hz 2 MHz 1 MHz 20 MHz, 40 MHz 180 kHz
Coverage 1-10 km 10—40 km ~100 m ~10m ~100 m 15 km
Deployment  Start, mesh Operator Mesh Master-slave, Mesh  Star, Ad-hoc Operator
Security AES128 AES128 AES128 ie];;fz(s:ﬁ‘ple Pairing, 1y 1p. AES LTE security
Rx sensitivity’ ~148 dBm —133 dBm —102 dBm —82 dBm =90 dBm —114 dBm
Battery life ~ +10 years +10 years 100—7000 days 1-7 days 0.1-5 days +10 years

' LoRaat Sub-1 GHz
2 LoRaat2.4 GHz
*  Depend on configuration

Application scenarios in which LoRa outperforms than other technologies include logistics tracking, assert
tracking, smart agriculture, healthcare, etc. [32]. An important characteristic of these scenarios is uncertain communi-
cation range, which can be a few meters or up to a few kilometers. Excellent design of receiving sensitivity makes
LoRa capable of covering large area with limited power supply. On the contrary, it is clear that LoRa is not suitable
for high data rate applications whose major candidates are Wi-Fi or Bluetooth based technologies. Performance of
LoRa modem is configurable through a few parameters, which typically include: spreading factor (SF), bandwidth
(BW), and coding rate (CR) [33].

e Spreading Factor (SF)

SF represents the level that the spread spectrum algorithm works on each bit. The higher the SF is, the more
spreading code will be used for each bit. Consequently, the receiving sensitivity at the receiver side improves c. LoRa
supports SF ranges from 6 to 12.

e Bandwidth (BW)

Bandwidth is directly related to the data rate. If a higher bandwidth is used, a higher data rate can be achieved at
the cost of reduced receiving sensitivity. In the contrary, a smaller bandwidth is helpful in obtaining better receiver
sensitivity, but data rate decreases accordingly. The BW option supported by LoRa ranges from 7.8 kHz to 500 kHz
(at Sub-1 GHz frequency band).

e Error Correction Rate (ECR)

Cyclic error coding is employed as the forward error detection and correction scheme in the LoRa technology.
The higher the CR value is, the stronger capability of error correction can be achieved. However, additional overhead
is included in transmission which reduces effective user data rate. LoRa modem supports CR from 4/5 to 4/8. The
overhead ratio for different CR is shown in Table 2

Table2 Cyclic coding overhead

Coding Rate Overhead Ratio Cyclic Coding Rate
1 1.25 4/5
2 1.5 4/6
3 1.75 4/7
4 2 4/8

LoRa device supports various data rate from 0.018 kbps to 37.5 kbps. Corresponding receiving sensitivity
ranges from —111 dBm to —148 dBm, and is achieved by selecting different combinations of SF, CR and BW.
Table 3 listed below shows typical parameter settings and data rate achieved at 868 MHz.
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Table3 LoRamodem performance

BW (kHz) SF CR Data Rate (bps) Receiving Sensitivity (dBm)
6 4/5 9380 —-118
125
12 4/5 293 -136
6 4/5 4688 —121
62.5
12 4/5 146 -139
6 4/5 1562 -128
20.8
12 4/5 49 —144
6 4/5 782 —-131
104
12 4/5 24 —147

As stated in [34], LoRa can provide over 150 dB link budget for long range communication. When installed at
fixed position and configured with certain settings (14 dBm tx power, BW = 125 kHz, SF = 12), a LoRa gateway can
achieve 62% packet delivery rate at range of 15-30 km, 88% and 85% at range of 2 and 5 km. Regarding mobile sit-
uation, a reliable communication link can be established if relative speed is lower than 25 km/h. Significant packet
loss is observed when relative speed is close to or over 40 km/h. The test results show that LoRa modem is capable
of providing service in either stationary or mobile scenarios.

IoT applications, such as environment monitoring, smart metering, plant monitoring, etc., require massive and
large deployment, but very few data payload which could be as small as one byte to indicate On or Off states. The
corresponding data report interval could be as slow as 1 packet/day or 1 packet/hour. The key point here is long range
communication and low power consumption. LoRa achieves this objective with the use of CSS. Since LoRa is a pro-
prietary technique, researchers mainly focus on performance study. Relevant proposals of physical layer optimiza-
tions are based on general principles of CSS. The important features of LoRa communication which receive wide
interests from industry sections are long range communication capability, robustness to interferences, and low power
consumption. Mroue et al. made an analytical study along with simulation work to explain and improve LoRa-based
BER (Bit Error Rate) expressions [35]. The proposed BER expression is more accurate compared with the conven-
tional error probability of CSS by introducing a few parameters such as symbol frequency, sampling frequency, sig-
nal-to-noise and implementation loss. In [36], mathematic expressions describing generation and demodulation of
LoRa signal were made. In addition, authors in [36] proposed a simplified filter design to reduce number of coeffi-
cients of digital filters in the baseband process at the receiver. Simulation results showed that the design can achieve
satisfactory performance of symbol error rate at a cost of slightly increment of SNR (Signal-to-Noise Ratio) loss.

As the LoRa technology may be used to collect sensory data in a dense network, its feature of the “orthogonal
spreading factor” is usually taken to provide simultaneous transmission capability, i.e. multiple communications are
allowed to happen simultaneously as long as they employ different spreading factors. However, such transmission
might be inaccurate since the achievement of “orthogonality” needs certain condition, i.e. the threshold of SIR (Signal-
to-Interference Ratio). In [37], authors implemented simulation and practical experiments to determine if desired
LoRa communication can be successfully completed at the presence of “interfering LoRa signal” with different
spreading factors. The result showed that by average, a 16 dB co-channel rejection value should be satisfied to have
desired communication successfully completed. It is for the reason that the receiver takes the interfering LoRa signal
as a chirped waveform (a wide-band spectrum) and tries to look for a peak value to synchronize with the desired sig-
nal whose strength should be 16 dB higher than the interfering signal. This finding indicates that applying different
spreading factors may not be sufficient to build independent communication channels if interfering LoRa devices are
close to the receiver during communication.

In fact, LoRa is one de-factor standard of IoT technologies for long range communication where there might be
hundreds of meters or kilometers between a LoRa end device and a LoRa gateway. As a kind of NB wireless tech-
nologies, LoRa can achieve longer communication range than that of wideband wireless communication technolo-
gies, e.g. WiFi, and Bluetooth, with given transmission power (usually it is a mandatory requirement made by local
authority for radio usage at industrial scientific medical (ISM) band in different regions). However, there is a trade-off
between communication range and data rate. NB systems can support low data rate since a small bandwidth has limi-
tations in channel capacity according to Shannon-Hartley theorem [38]. Obviously, low data rate means a long radio
propagation time which results in high possibility of wireless conflicts between different radio communications. For
example, LoRa devices support receiving sensitivity low to —136 dBm when the spreading factor is 12, bandwidth is
125 kHz and nominal data rate is 293 bps. A short message whose length is tens of bytes may last for a few seconds
over the air, and this significantly increases the possibility of radio conflicts and interferences.

A dilemma of IoT applications is the use of NB radio systems to implement large scale and dense deployment,
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e.g. utility meter reading, smart agriculture, and environment monitoring. Many research carried out at the physical
layer of LoRa-like modulation schemes focus on data rate improvement on the premise of keeping receiving sensi-
tivity at an acceptable level. Authors in [39] proposed a novel design of chirp transmitters and orthogonal hirp gener-
ators (OCGs) to support a wide range of spreading factors and bandwidth at a low cost. In addition, a phase-shifted
CSS (PS-CSS) was proposed to increase transmission rate by which a maximum of 33% improvement (spreading
factor is 6) was made compared to conventional CSS technologies.

In order to improve spectral efficiency and energy efficiency, alternative chirp spread spectrum techniques, in-
phase and quadrature CSS (IQCSS) and discrete chirp rate keying CSS (DCRK-CSS), were proposed in [40]. As
claimed by the authors, IQCSS can double throughputs compared with LoRa. DCRK-CSS can increase the through-
put up to 50% under certain conditions. The throughput optimization brought by the two schemes is obtained using
the same transmission power when compared with LoRa modulation, and this means less energy will be consumed as
shorter time is required to complete transmission. An idea of using index modulation (IM) in CSS was proposed in
[41]. Different from other techniques, using IM in CSS means multiple chirps are simultaneously transmitted which
allows more bits to be embedded in symbols. Consequently, the complexity of receiver design increases as it requires
more resources to detect and estimate data bits from a larger signal set. In order to reduce computational complexity,
a suboptimal detection algorithm was also proposed to analyze and locate desired data set in a recursive manner.

Although LoRa is a kind of proprietary technique, it mainly refers to the modulation scheme. Developers can
implement design or optimization for other layers of OSI models except for physical layers. Essentially, LoRa radio
provides wireless link for connecting devices. The medium ccess control (MAC) protocol, which is part of Link
Layer, is an important component as it is direactly related to the starting point of communication, which must take
various factors into consideration, e.g. the channel state, radio environment, acknowledgement, frequency usage and
traffic condition.

As the most well-known LoRa communication based system, LoRaWAN has been adopted worldwide.
LoRaWAN defines the use of the ALOHA type medium access control method, which inevitably introduces packet
collision or packet loss. Early in 2016, Augustin et al [42] made simulations to study LoRaWAN MAC layer perfor-
mance. With given settings (100 LoRaWAN end devices, channel bandwidth = 125 kHz, coding rate = 4/5, pream-
ble = 6, payload range [1,58] bytes, packet arrival follows Poisson law), the obtained capacity usage is 18% of the
channel capacity, which is chosen to be the pure-ALOHA protocol. Corresponding link load is 0.48 at which around
60% of the packet transmission failed due to collisions. Due to the absence of channel detection algorithms, e.g.
CSMA in 802.11 standard, success rate of LoRaWAN MAC layer is very sensitive to the channel load as pure-
ALOHA.

Authors in [43] built a mathematical model to describe packet collision and packet loss in a LoORaWAN net-
work consisting of a number of LoRaWAN end devices and a LoRaWAN gateway. Probability of packet collision
increases in a LoORaWAN network as the increment of packet payload size or the value of spreading factor. Packet
loss has close relationship with duration of LoRaWAN uplink packet and LoRaWAN gateway delay (the packet loss
happens when the gateway is sending ACK for preceding uplink LoRaWAN communication). In [44], a packet
latency model was built by taking packet collision probability and regulatory duty-cycle requirements into considera-
tion. LoRaWAN works on license free ISM band where radio activity is normally limited by local regulators dedi-
cated to the usage of transmitters. The MAC layer performance evaluation for LoRaWAN should include this limita-
tion as an important factor.

Recently, LoRa has proposed a new modulation technique, i.e. the long-range frequency hopping spread spec-
trum (LR-FHSS), to further enhance long range capability and improve network capacity. The motivation for devel-
oping LR-FHSS is to remove limitations made by duty-cycle regional regulations [45]. Regional regulations strictly
define the period a radio can be active on a given channel. The number of terminals and data size for each transmis-
sion are also limited, which consequently reduces LoRaWAN network capacity. By the method of frequency hop-
ping, transmission is divided into a number of pieces and each piece is transmitted on different channels. As summa-
rized in [46], LR-FHSS works around limitations by intra-packet hopping to carry longer payload with slow data rate
in regions with restrictions on dwell time. Theoretical analysis shows that a 10 dB link budget improvement (about 3 x
free-space transmission distance improvement) can be achieved under certain conditions (in the FCC region on the
915 MHz band) [46]. A 140x capacity improvement is possible to be achieved when comparing LR-FHSS with con-
ventional LoRa (SF12) communication [46]. LR-FHSS is compatible with LoRaWAN hardware and networks where
only software upgrading is needed. Such changes allow more and more applications previously restricted by LoRa
network capacity to achieve significant improvement and consolidate the application market of LoRa in long range
low data rate communication.

4. Industry Iot and LoRa
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Conventionally industry related systems are isolated from public networks. Since the proposal of the fourth
industrial revolution (Industry 4.0), communication, autonomous and decentralized decisions with the aim of increas-
ing industrial efficiency, productivity, safety and transparency have become a new system design purpose [47].
Industrial 10T is a comprehensive topic referring to various disciplines. When it comes to wireless communication, a
strict requirement is proposed to the employed radio system: deterministic timing. Data communication in industry
systems usually has real-time timeliness requirements since failure of fulfilling the timing requirement may compro-
mise system performance or even cause dangers to human lives [48].

Normal wireless systems utilize the ALOHA-like protocol, or the CSMA-CA algorithm to deal with channel
access and to implement interference avoidance. Channel access strategies based on randomness are not applicable in
Industry IoT because radio environment in industrial scenarios often suffer from various channel impairments such as
path loss, shadowing effect and unpredictable obstacles [49,50]. An idea of achieving deterministic behavior in wire-
less communication is to bound timing of transmission and receiving within a specified period, i.e. a slot. In [51],
authors proposed a modified time slotted channel hoping (TSCH) strategy for the use of the LoRaWAN MAC layer
to enable better frequency and code diversity on LoORaWAN end devices and network servers. In the evaluation test,
LoRaWAN end devices were allocated with different spreading factors and different channels. Data transmission was
not based on random access but started with synchronized signal by which packet conflicts on a channel can be elim-
inated. This method supports unconfirmed uplink communication only.

To achieve flexible communication in Industrial IoT, authors in [52] proposed a new MAC layer strategy to
support real-time data flow over LoRa based networks (RT-LoRa). RT-LoRa works with star topology in which a
sink node takes responsibility of synchronizing all end devices using regular beacon signals. End devices consist of
two types: the stationary node and mobile node. The stationary node is responsible for collecting sensory data whilst
the mobile node is allowed to move in the sensing area. In-network time is organized and bounded by cyclically
repeated superframe which mainly consists of beacon, contention access period (CAP) and contention free period
(CFP).

Features of RT-LoRa can be concluded as follows. (1) CAP and CFP contain a number of timeslot sets by
which duration of radio activities can be measured and strictly restricted within one or more slots, (2) In CAP, end
devices use Slotted-ALOHA based strategies along with randomly generated 3-tuple parameters (the channel,
spreading factor and time slot) to compete for channel accessing. The random parameters distribute channel usage by
which the success rate of communication increases. (3) In CFP, only end devices allocated in the current time slot is
allowed to communicate with the sink node, (4) QoS algorithm is provided in CFP to ensure reliability of communi-
cation at levels of normal, reliable and most reliable, (5) Radio channels are carefully allocated in each superframe to
fulfill requirements of duty-cycle under different regions.

A similar real-time LoRa protocol was also proposed in [53] to achieve collision-free communication. Timing
in a LoRa network is divided into frames and further divided into a number of slots. On this basis, a real-time task
scheduling algorithm using logical slot indices is provided to regulate LoRa end device radio communication accord-
ing to the length of data packet, i.e. transmission time required for communication. With the help of modified Listen-
Before-Talk mechanism, the evaluation test confirmed that over 94% packet delivering rate is achievable although
high external interferences are present.

In the scenarios of Industrial IoT, LoRa techniques are usually employed to collect data generated on LoRa end
devices. Research studies mainly focus on how to ensure timeliness of wireless communication. Normally, commu-
nication in industry relies on cable connection (e.g. Ethernet, Field-bus, RS232/485), which has less concern about the
interference and latency. Wireless communication usually faces problems of performance degradation as it is easy to
be affected by interferences and packet conflicts. The LoRa technique has better performance on interference resis-
tance, but is heavily affected by packet conflicts due to low data rate. Therefore, a proper strategy to optimize wire-
less latency is quite important and of great needs, if LoRa is to be used in Industrial IoT. In this case, power con-
sumption issue is normally not of the highest priority.

5. Smart City Iot and LoRa

Due to its requirement for massive and large-scale sensor deployment, it is common for smart city [oT to adopt
the LoRa technique. Although LoRa has long range communication capability, it has relatively low data rate which
affects overall system performance about network capacity, deployment density and power consumption. In [54],
authors studied the radio coverage issue of LoRa networks and concluded that (1) it is possible to achieve an 100%
packet delivery ratio up to 4 km range and 99% for over 4.8 km under certain conditions. In this case, a LoRaWAN
gateway is installed at the height of 30 m above ground, and (2) an empirical path loss model is proposed to deter-
mine LoRa link budget at frequency bands of 868 MHz and 433 MHz.
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Although LoRa techniques provide desired radio performance for applications of large scale sensor deployment,
it is not easy to arrange such deployment as various technical parameters are involved in a LoRa based communica-
tion network, e.g. the spreading factor, frequency band, coding rate, distance and obstacle between LoRa end devices
and LoRa gateways. In [55], an optimal configuration scheme is provided to allocate appropriate spreading factors
and transmission power for every LoRa end device in a LoRaWAN network. The objective of the optimal configu-
ration scheme is to reduce probability of collisions and energy consumption. Two stages are adopted in the scheme.
At stage 1, each node tries to be allocated with a proper spreading factor by issuing communication to a gateway
using maximum transmission power, and this ensures that the spreading factor later allocated for an end device by the
gateway is sufficient to establish a LoRa radio link. At stage 2, the level of transmission power is further optimized
for an end device in order to save energy consumption on the premise of the reliable radio link. In [56],a compre-
hensive study on spreading factor allocation for LoRa based sensor nodes in dense network was studied, where an
overall consideration was taken for the use of spreading factors along with directly related parameters, e.g. the pay-
load size, packet error rate, ALOHA mechanism and duty-cycle requirement. Based on the distance between differ-
ent LoRa end devices and LoRa gateway, a suggestion about spreading factor allocation was given to improve deliv-
ery rate of overall network.

In [57], a LoRa-based mesh network was discussed to extend and enhance LoRa network coverage. LoRa radio
has long range capability, but is affected by deployment environment. Indoor obstacle can easily stop radio propaga-
tion, which is also a common issue for most wireless systems. Mesh networks enable each in-network LoRa device to
be a relay node to provide packet forward functionality for neighbor nodes which cannot directly reach a LoRa gate-
way. A similar idea can be found in [58] where a simplified AODV routing protocol was proposed to organize a
LoRa mesh network to cover areas that out the range of a single LoORaWAN gateway. A hierarchy-based energy effi-
cient routing protocol (HBEE) designed for the LoRa mesh network was proposed in [59]. In order to quickly build a
network structure, HBEE employs concurrent transmission to spread gateway information through the entire network.
Concurrent transmission means multiple LoRa network devices at the same level of a tree network forward data
packet using a synchronized way, which greatly reduces possibility of packet collision and minimizes network for-
mation time. Multi-path and multi-channel communication algorithms were used during the data collection stage that
further improves final data delivery rate. The experimental results obtained in [59] showed HBEE can achieve packet
reception rate of 95.7% and 89.8% during the network formation stage and normal operation stage, respectively.

Smart city IoT makes full use of LoRa capability of configurate radio range such that LoRa end devices located
at different positions can reach the sink node (e.g. the LoRa gateway) without modifying modulation schemes, which
is normally not applicable in many other technologies. Although the LoRaWAN standard is a successful market
example in dealing with large scale sensor deployment, it faces the challenge of wireless packet collision, giving rise
to the requirement of reasonable configuration and optimization schemes. Moreover, severe radio environment may
affect wireless reception despite the fact that LoRa can achieve long range communication. Ad-hoc based mesh net-
works can provide flexible deployment options, and are particularly useful in smart city scenarios, see references [60—62].

6. Direct-to-satellite Iot and LoRa

DtS-IoT is a very attractive IoT filed which extremely expands physical world connection from the Earth to the
space, and internet access is quite convenient in populated areas. However, DtS-IoT is not achievable at most areas
on the Earth. Satellite communication is the only solution to provide global coverage. DtS-IoT is a promising research
topic that helps address connectivity issues in certain scenarios, for example, disaster recovery scenarios of earth-
quakes, tsunamis and flooding [63]. Connectivity between ground networks (devices) and Low-Earth Orbit (LEO)
satellites can be achieved in two ways, indirect and direct (as shown in Figure 2 below). For those short range com-
munication systems, a ground based gateway is required to play as a relay to build mutual communication with satel-
lites. For long range wireless systems such as LoRa, it is possible to build direct links which make ground deploy-
ment more convenient and cost effective.
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Figure 2. (a) Indirect links between ground-based network and LEO satellite; (b) Direct links between ground-based
network and LEO satellite.

Based on existing LoORaWAN Class B mode, [64] proposed a scheme to utilize LEO satellites as LoRaWAN
beacon gateways to keep DtS-IoT connectivity. A LoRaWAN end device working with Class B mode keeps track-
ing beacon signals sent from LEO satellites and executing Ping-Response tasks as required, see Figure 3.
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Figure 3. Work flow of DtS (Direct-To-Satellite) with LoORaWAN (LoRa wide area network) Class B device.

When LEO satellites moving around the Earth, if a satellite is out of range of LoRaWAN end device, the end
device will adjust the beacon detection window until next beacon from next satellite is captured. In [65], impact of
ionospheric scintillation was comprehensively studied to evaluate the limitations of LoRa communication in the use
of space-to-Earth satellite communications, while in [66] a trajectory-based LoRa radio uplink transmission policy
was studied to improve the success rate of direct connection from the LoRa end device to the satellite in space. The
policy takes various factors into consideration, e.g. the received signal strength indicator (RSSI) of LoRa beacons
from satellites, frequency shift of beacons (to determine the speed of satellite), and orbital parameters. The result
obtained from the analysis of these factors can be used for different transmission policies: plain trajectory, trajectory
random, trajectory skip and trajectory random. As authors stated, the proposed policy can at least duplicate the net-
work scalability compared with conventional LoRa communication methods.

LoRa techniques used in space-ground communication are still in a pre-research stage but with very attractive
vision [67]. Successful links established between LoRa devices and satellites can make IoT globe coverage cost
effective by removing ground station usage. However, there is a long way before this solution becomes mature as
extreme long range communication introduces research challenges in areas of modulation technique, antenna design,
signal processing, data coding, power management, uplink and downlink policies, interaction between satellites, etc.
[68-71].

7. Healthcare Iot and LoRa

Applications related to healthcare IoT are dedicated to the improvement of health care services and life quality
in social networks. Conventionally data collection for healthcare requires manual operations where service staffs need
to work with service receivers in a face-to-face manner. The LPWAN technology based wireless communication
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changes the service pattern by enabling data capture to be completed automatically and remotely even the service
receivers are in a mobile state. Long range and low power LoRa is an appropriate technique to address numerous
connectivity issues between doctors and patients in urban areas and portions of rural areas [72]. Authors in [72] pro-
posed an architecture integrated with the LoRa technique fog computation and satellite connectivity to construct a
healthcare service platform with the corresponding system diagram illustrated in Figure 4.
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Figure 4. System architecture for rural area network for healthcare [oT.

When sensor devices are activated from the sleep mode, the collected sensory data is sent to the always-on
LoRa gateway for processing by fog computing based machine learning models. As conventional Internet connec-
tion might be unavailable in rural areas, Low Earth Orbit Satellite connectivity can be employed to connect the local
system to the Internet by which doctors from anywhere of the world are able to keep monitoring on status of patients.

In [73] a hybrid and edge based healthcare system was proposed where wearable sensor were equipped on the
human body to take responsibility of monitoring health state and reporting to central system. The reporting can expe-
rience either of two communication paths, i.e. LoRa or Bluetooth, depending on the distance between sensors and
gateways. If a Bluetooth router is within effective range, health data will be sent to router and then forwarded to an
edge gateway. Otherwise, the LoRa radio link will be used to convey data to the edge gateway since LoRa can sup-
port larger coverage than Bluetooth. The edge gateway is in charge of implementing data processing and making
quick responses to situations. Functionalities such as data storage and data analysis are implemented later by a remote
cloud server. By combining short-range and long-range wireless communication technologies, data collection in a
hybrid system is more feasible and configurable. The system architecture is illustrated in Figure 5:
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Figure 5. System architecture of hybrid healthcare IoT system.

Adoption of LoRa in Healtcare IoT is an example of taking LoRa as a complementary technique to improve
user experience. Different from IoT fields such as smart city IoT and DtS-IoT, LoRa is not the major choice in
healthcare IoT, but can be an ideal solution for upgrading existing systems in order to provide better service.
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8. Possible Future Development of LoRa

IoT is becoming more and more complicated compared with its initial version. Having devices complete tasks
of reporting sensory data and controlling actuators is an important part of [oT. However, the way of system organiza-
tion and the pattern of network operation are more and more diverse, due to expansion of application fields which
require advanced IoT technologies to improve existing systems, or build new systems for certain targets (e.g. com-
munication between low power ground-based devices and satellites). This motivates IoT to move deeply into appli-
cation scenarios to construct reasonable and efficient systems. In the meantime, technologies adopted in different IoT
application scenarios keep developing in different aspects, including new algorithms, system optimization, and sys-
tem integration. As a kind of low power wireless technologies, LoRa is usually taken by IoT applications to achieve
long range communication, which means that effectively integrating LoRa into different systems is one promising
future research direction in the development of LoRa. Possible topics on these issues may include but not limited to:
5G network and LoRa, edge computing and LoRa.

8.1. 5G and LoRa

5G network is becoming more and more popular due to its exciting features of massive machine-type commu-
nication (mMTC) supporting 1 million devices/km”, enhanced mobile broadband (eMBB) supporting less than 4 ms
latency, and ultra-reliable, low-latency communication (URLLC) supporting mission critical applications with less
than 0.5 ms latency [74]. In Industry 4.0 and its later version, mMTC and URLLC are often mentioned as 5G offers
significant performance improvement compared with conventional wireless access techniques (e.g. 3G/4G). Tradi-
tional industry applications adopt cabling systems to achieve reliable and low latency communication, which has
urgent requirements for wireless solutions. Applications such as real-time monitoring, industry-robotics, and remote
communication support require highly reliable and low latency wireless technologies to provide most convenience
when deploying system [75]. Combining the LoRa and 5G based gateway will be a focus of research. A random-
based MAC protocol is not suitable for LoRa to be used in these cases. A systematic re-design is needed for LoRa to
cooperate with 5G to achieve precise control by eliminating any uncertainty caused by interference or collisions. For
example, the concept of time sensitivity networking (TSN) over 5G has been proposed to enable reliable and deter-
ministic wireless communications between end devices and 5G networks [76—78]. The development of LoRa can be
taken as a reference to design TSN-like algorithms in order to make proper arrangement for (1) scheduling priority-
based uplink traffic, (2) ensuring downlink control signaling, and (3) managing network scalability.

8.2. Edge Computing and LoRa

Edge computing is a familiar topic to researchers for the reason of rapid growth of IoT applications requiring
quick responses to the generated data, such as Vehicular Data Analytics, Smart Home, Video Stream Analytics and
Virtual Reality [79]. Conventionally cloud based computing is used to process information collected from different
locations, but has limitations in providing real-time responses for safety-critical and performance-sensitivity applica-
tions due to unpredictable latency [80]. Edge computing proposes a new computing paradigm by migrating data
computation or storage to the network “edge” in order to mitigate the escalation in resource congestion at the central
computing unit [81]. In such a paradigm, an edge node is expected to not only exchange data between the local net-
work and the remote center, but also have capability on processing data received via multiple interfaces at the local
side. Many studies about LoRa related edge computing can be found from [82—87] that cover fields of medical care,
agriculture, block-chain, smart metering, smart city, artificial intelligence, etc. Note that LoRa can also be used in any
possible scenarios by cooperating with different hardware/algorithms. For example, in [86] authors proposed a sys-
tem integrated with edge/fog computing, where LoRa and deep learning algorithms were used to perform fall detec-
tion. And overcome the lack of network infrastructures at certain areas. In [87] LoRa and Bluetooth worked together
to build a low power smart city network (as shown in Figure 6) designed for collecting daily information such as
transportation state, health data, etc. The data is generated and sent to the LoRa edge gateway via short range Blue-
tooth, and then forwarded to the LoRa fog gateway via long range LoRa links. On the LoRa edge and fog gateway,
preliminary data processing will be implemented by which corresponding responses can be made at the local side and
the volume of data delivered to the Cloud can be minimized. A combination of LoORaWAN and Wi-Fi/Ethernet was
proposed in [88] to build an autonomous server which can process and store data even in the absence of internet con-
nectivity.
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Figure 6. A hybrid LoRa and Bluetooth city network.

It can be concluded that LoRa is quite popular as a data communication technique in many different edge com-
puting-based applications. However, as a pure physical layer communication technique, LoRa is in short of architec-
ture design to support diverse application requirements. An example solution is the LoRaWAN standard, but such a
strandard is insufficient as the deign purpose of LoRaWAN is for reporting data, rather than supporting local data
processing. In the future development, relevant research is needed to find out how to properly deploy and allocate
LoRa resource in the context of edge computing.

In general, it is reasonable to believe, there are two future promising development directions in LoRa, i.e. (1)
enhancement of LoRa communication efficiency, and (2) design of interaction mechanisms between LoRa and other
technologies/systems, where the enhancement on communication efficiency could be treated as a vertical develop-
ment direction. As a bottom communication technology, LoRa is often used to collect massively distributed device
data. Having data transmission deterministic and reliable is an important research topic in promoting LoRa for the use
of dense networks. Making LoRa collaborative could be treated as a horizontal development direction, where the
LoRa technique is expected to work together with different systems through proper integration.

9. Conclusions

Rapid development of IoT makes more and more application fields adopt LoRa to establish close links between
IoT objects and data processing systems. As one of LPWAN technologies, LoRa is particularly useful for network-
ing embedded and low-cost devices deployed in a wide area. As per characteristics of different IoT fields, the use of
LoRa technique may have different emphasis. In industry [oT like fields, interference robustness of LoRa along with
the specifically designed strategy for ensuring deterministic timing is the main point, which provides a reliable wire-
less communication link for industrial applications. For smart city IoT like fields, flexible radio configuration which
allows massive and large scale network deployment is the benefit brought by the LoRa technique. However, network
performance evaluation and optimization algorithms are needed to help LoRa based network to resolve packet con-
flict issues. DtS-IoT is a new area that makes use of long range communication capability to its maximum perfor-
mance. Challenges in this case require more study as existing research made for the LoRa technique may be insuffi-
cient. Healthcare IoT like fields demonstrate the use of the LoRa technique in associating with other systems or tech-
niques to improve service quality. In general, the LoRa technique is particularly important in building communica-
tion links for ubiquitous computing of IoT. Researches on further improving communication range and interference
resistance could become major focuses as they are the core factors of the LoRa technique. In the future development,
the LoRa technique can evolve towards directions of (1) efficient communication for stronger precise control capa-
bility, and (2) reasonable mechanism for better interaction with other systems.
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